W AMTUBACTUOH

CKANY HT

KoMnneKcHoe pellieHne KOHTPOMA'M MOHUTOPUHIa fenCTBUN
noJsZib30BaTeJIeEN C NMPUBUIIErUAMU -

KABUHET OIMNMEPATOPA

Mopaynb PAM-nnargopmbl CKAMY HT, koTopbiit no3BonseT onTMMU3MpoBaTb U 06/1erunTb yripaBieHue
u apmuHuctpupoBaHue CKAMY HT LWnto3 poctyna npm pa6oTe ¢ 60/1bLLIMM KOJIMYECTBOM Lie/IEBbIX CUCTEM,
nonb3oBaTesie U UX A0CTYMNOB, Ae/lerMpys YacTb MOJIHOMOUUA IMTaBHOro aAMUHUCTPaTopa.

FNABHbIA FPYNMbl LLENEBbIX
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OnTuMmusaumn Paspnenenue
ynpaBneHusa [ocTynamMmm 30H OTBETCBEHHOCTU

Mosbiwenue MunuMusaumus
apdekTuBHOCTU paboTbl oduuepa Nb OLLUMGOYHbIX AOCTYMNOB

PeweHue pna 6usHeca

B 6onbwmnx UT-uHPpacTpyKTypax Aaxe cTaHAapTHble 3adadys no [o06aB/IEHUIO LENEBbIX YCTPOWCTB B
cUCTeMy, Bblhaye W OT3biBe AOCTYMOB K HWM, HECMOTPS Ha MPOCTOTY BbIMOJHEHUS, TPEeOBYT 60/1bLLIOrO
KO/MYecTBa BpPeMeHMU.

Mopaynb nnatdopmbl CKAMY HT noMoraeT pasrpaHnymnTb 30HbI OTBETCTBEHHOCTU MpefocTaBeHns 4oCTyna
K CUCTeMaM KOMMaHuuM Mexkay onepatopamu (odpuuepammn UB, pykoBOOUTENSMU U COTPYAHUKAMMU
noapasneneHunin), OeneryMpys MM YacTb 3afady aBHOMO afMMHUCTPATopa. TakMM OBPasoM CHUMKAETCS
orepaumoHHas Harpyska Ha OCHOBHOIro agmMuHucTpatopa LLnwosa gocTyna, a nonb3oBatesnv mosydyaroT
LOCTYMN K HeO6XOAMMbIM CMCTEMaM BbICTpee.

KabuHeT  onepatopa peanu3yeT  npefocTaB/ieHWe  orepatopaM  MUHUMANbHO  HEO6XOOUMBbIX
MO/THOMOUYMIA MO OpraHMsaumm [OCTynma M 3a CYEeT 3TOro MOMOraeT COKPaTUTb KOMIMYECTBO OLLUMGOK
MPW BbINOMHEHUU X GYHKLIMOHABbHbIX 0653aHHOCTEN.

CepBuc NOMOXeT yNpoCTUTb NpoLLecC NPeAoCTaB/IeHUS U KOHTPO/IS NPUBU/IErMPOBAHHOIO
pocTyna, koraa PAM-cucrema ncnonbsyertcs cpasy HECKOJIbKUMM MoApasaesieHUsaM U rpynnam.
Mpu 3ToM peanusyerca MyNbTUTEHAHTHOCTb CUCTEMbI B paMKax eAUuHOMN MHPPACTPYKTYpPbI.




dDyHKUMOHANBHOCTb MOAYNSA
B paMKax MO,D,y}'Iﬂ onepaTopy ,EI,OCTyI'IHbI TPW pasgena:

e LleneBble YCTPOMCTBA, rae B Tab/IMYHOM BUAE MPEACTaBNEH AOCTYMHbIM Oneparopy cnuncok LY,
pacnpeneneHHbix B rpynnbl Ha LLintose goctyna.

MPABUSIA AOCTYNA XKYPHAT USMEHEHUI

+ [o6asuTb uenesoe yctpoitcteo | &, 3kcnopr B CSV Mouck

Lienesoe ycTpoicTso 1P-agpec wm hostname Cepsuc Tno6anbHblit AOMeH Tpynna goctynos

SSH/22 alicia_test local

alphatarget1 10.0.1.162 RDP/3389 alicia_test local

alphatargetgroup
alphatarget2 111 RDP/3389 alicia_test local alphatargetgroup

alphatarget3 1112 RDP/3389 alicia_test local alphatargetgroup

alicia_test local

¢ [
RDP/3389 sinay_testitb alphatargetgroup

betatarget] 10.0.128.10
betatarget2 2222 RDP/3389 sinay_testitb betatargetgroup
betatarget3 2223 RDP/3389 sinay_testito betatargetgroup

targetForTargetAccountTest 66.66.66.66 SSH/22 sinay_testitb betatargetgroup
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saaaaaan

¢ lMpaBuna pOCTYNA, KOTOPbIE OMUCHIBAKOT CMUCOK YCTPOMCTB M AOCTYMHbIE METOAbI BXOAA Ha HYX.

* XXypHan nu3MeHEHUM, KOTopbI OTPaXKaEeT OrNepaLmy, NPo3BeLeHHbIE ONepPaToPOM B paMKax
KOHKpEeTHOM ceccum B paboTe ¢ KO.

OnepaTopy AOCTYNHO Onepa'ropy 3anpeuweHo
v [Jo6aBneHne HOBbIX % lMonHoe yaaneHue CcyLecTByOLEero
YCTPOWCTB ycTponcTea
v MpocMoTp nHbopmMaLmm X PepakTnpoBaHuMe CyLLecTBYHOLLMX
06 ycTponcTBax rpymnnbl YCTPOUCTB

NpocMmoTp MHPopMaLMKM O Ccrincke
v/ [OOCTYMHbIX YCTPOWCTB X
B CBOeu rpynne

NpocMmoTp MHPopMaLmm o6
ycTpouncteax BHE ceoen rpynnebl

o [o6aBneHune noctynos % JTrobble onepauum ¢ gocTynamm
nosib3oBaTensM rpynnbi n nonb3osBatenamu BHE ceoen rpynnbi

v PepnaktnposaHume NoanTUKK
[OCTYMOB CBOEW rpynnbl

Bo3sMo)xHOCTM Ana agMUHUCTPAaTOoOpaA Wko3a:

° Pacnpe,u,eneHMe 30H OTBETCTBEHHOCTUM MeXXAy nogpasgesieHnaMn n genaptaMeHTamMum.
° KOHTpO}'Ib M noaTBep>XgeHmne KpUTUYHbIX N3MEHEHUN.

® [lonyuyeHue yBeAOMJIEHWNIM O HEKOPPEKTHbIX AENCTBUAX onepaTopa.

Ka6uHet onepaTtopa - oauH us mopynein PAM-nnarpopmbl CKAMY HT. OHa npepcraBnsieT co6oi eqUHCTBO
Bo3MoxHocTen Llnosa pocrtyna, MonutopuHra wm aHanutukm u lNoptana pocryna. A 6naropaps
CMOCOGHOCTU K MHTerpaumMum ¢ peweHusmu apyrux knaccoe (SIEM, DLP, NGFW, IDS, VDI u pap.)
PAM-nnardopma CKAMY HT nossonser co3parb ewe 6onee 3pPeKTUBHYIO CUCTEMY 3aLUTDI
UT-uHdpacTpyKTypbI.
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